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Abstract

Genesis: Laboratory Data Processing and Analytics System
By Greco Johnson

The number of emerging infectious disease threats continues to increase as
society, technological, and environmental factors change over time. The introduction of
unknown infectious diseases could negatively impact the health of communities around
the world. As a result, a significant amount of attention should be placed on the ability of
public health laboratories to improve efforts of processing, analyzing, and reporting
infectious disease findings. This thesis document presents the recommendation and
proposed solution for improving current state laboratory data processing and reporting
within public health laboratories.

The Centers for Disease Control and Prevention (CDC) provides oversight for a
number of domestic and global laboratory studies and investigations of infectious disease
of unknown etiologies. The CDC “strives to improve public health and safety nationally
and globally through investigating, monitoring, and controlling sickness, disability, and
death caused by highly lethal viral, bacterial, prion, and related infections and diseases of
unknown origin”.! A key component to satisfying this organizational mission is to ensure
a systematic approach exist when performing test on tissue specimens from humans and
animals that are sick or deceased from unknown causes. The actions taken from these
procedures allow laboratory test results to be analyzed and interpreted, which promote
the monitoring of lethal diseases, improve disease diagnosis, prevention, and treatment
and allow for emergency response preparedness.

The Genesis Laboratory Data Processing and Analytics System is an automated
solution designed to enhance current state laboratory data processing procedures. In
addition, Genesis will ensure the rapid return of laboratory test results and associated data
to ensure any unknown infectious disease threats are limited in their impact. This cloud-
based computing system will provide public health laboratories with an innovative,
interoperable, and secure approach to processing laboratory test data, while satisfying any

requirements to fully automate current state manual processes.
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Background

Infectious disease outbreak has been characterized as the single most important
public threat to the human population. The growing number of emerging infectious
diseases are directly related to the increased number of deaths in humans. Infectious
disease can have a social and economic impact on our global community. As disease
surveillance activities take place and subsequent data has to be properly collected and
identified. In addition, systems have to be in place to ensure the data collected during
those surveillance activities is secure, faultless and available for transmission as
requested across public health agencies.'?3

The CDC conducts laboratory studies of pathology laboratory test obtained from
internal and external laboratories in order to properly identify and confirm cases of
infectious disease in human specimens. In 2007, reporting laboratories estimated 6.3
million laboratory test? was performed for two disease characteristics (i.e. chlamydia and
gonorrhea). DHCCP conducts test on a wide array of infectious disease categories.
Current CDC policies require sponsored projects participants (e.g. international, federal,
state and private laboratories) to share laboratory test findings so that additional internal
analysis can be performed.

To this end, technology can be a driving force to improve the efforts of public
health agencies to limit the impact of this public health threat. Enhancing the informatics
capabilities of public health laboratories to identify known and unknown threats is a
critical aspect in preventing human and non-human causalities of infectious disease. It is
imperative that public health laboratories take advantage of every opportunity to improve
data processing and statistical analysis procedures when identifying infectious disease. In
addition, the methods for presenting the overall results of laboratory data can lead to
improved delivery times. Improving the capabilities of public health laboratories can also
lead to better policy making as the results of data is presented to policy makers.
Corrective action can be taken to ensure work procedures are more than adequate. Lastly,

global standards of operation can be established across all laboratories.®*



Problem Statement

A major goal of the Trump Administration is to cut cost within the Public Health
Sector of the Federal Government. “The fiscal year (FY) 2018 President’s Budget request
for Centers for Disease Control and Prevention (CDC) and Agency for Toxic Substance
and Disease Registries (ATSDR) includes a total funding level of $6,037,243,000 in
discretionary budget authority and the Prevention and Public Health Fund (PPHF). This
is an overall decrease of $1,222,431,000 below the FY 2017 Annualized Continuing
Resolution (CR) level, which is a 17% reduction.”*® As a result, the CDC is conducting a
review of current laboratory testing cost and procedures due to pending budget cuts
coming from the Executive Branch of Government. The goal of this review is to identify
areas of improvement, which can assist in the agency in meeting the requirements defined
by the budgetary constraints.

To address potential funding restrictions, the agency will review all operational
activities including, current laboratory testing processing and procedures due to pending
budget cuts defined by the Executive Branch of Government. A review of current
laboratory procedures has determined a new more efficient process is needed. A majority
of laboratory analysis and review procedures involve exhaustive manual review
processes. Creating efficiencies in the review process includes, developing a public
health informatics solution that will automate current state manual processes through the
introduction of a laboratory information management system. As a result laboratory test
submitted by CDC internal and external laboratories can be collected, analyzed, and
interpreted in a timely, accurate and concise manner. This has the potential to lead to a
reduction in overhead cost associated with current laboratory review and analysis
procedures.

The current state process requires external laboratories to upload their findings to
an electronic file storage application. Internal laboratory resources retrieve the file
submissions and analyze the results using legacy analysis applications. Once lab results
are obtained, it takes approximately 45 minutes to 1 hour from the initial data retrieval to
make a final determination for a single interpreted result (e.g. Haemophilus influenzae).
In addition, it was determined that all data reviews are manually performed by lab

scientist. The timetable required to deliver on interpreted results is also impacted by other



laboratory work factors. This can extend the time required to perform disease
interpretation analysis and interpretation. On average, it takes 7 — 21 days® for an internal
CDC laboratory to perform its analysis of specimens, review external laboratory test and
define an interpreted result for a particular lab test. Introducing an automated system will
cut the final lab analysis and interpretation time to 15 minutes in total. Additionally, the

automated system will reduce labor cost and streamline work processes.®’

Public Health and Business Impact

A major goal of the current Executive Office Administration is to cut cost within
the Public Health Sector of the Federal Government. Introducing the Genesis system as
the primary tool for processing and analyzing laboratory test data will reduce agency
expenses significantly by cutting personnel cost and eliminate undesired work processes.
Additionally, the system will improve the quality, timeliness, and the delivery of
laboratory result data. The Genesis system will also support efforts to better deliver lab
reports, which will allow agency leadership to better understand where areas of
improvement can be achieved in regards to policy making, training and workforce
development. The system will allow the agency to retire legacy systems and establish a
single authoritative source for laboratory test result analysis and data storage. Lastly, the
system is designed to be interoperable with leading laboratory analysis systems as to

ensure low cost of implementation.

Methods

The Genesis Laboratory Data Processing and Analytics system will support
internal and external operational procedures associated with laboratory specimen
processing, analysis, and interpretation. The system will enhance the process by which
current internal CDC and external laboratory sites obtain, share, and store laboratory test
results. Genesis has the capability to incorporate and integrate current laboratory
processing technology standards, which ensure technology interoperability across
laboratory systems. Developing a fully integrated laboratory information system will
expedite the time needed to gather critical data need to combat public health infectious

disease threats.



Introducing data visualizations as a means to communicate test results ensures
information can be retrieved real time. As lab results are analyzed in the Genesis, raw
statistical data can be transformed into visual diagrams. In many instances, key
stakeholders such as laboratory managers and public health leadership are informed of

critical data points and decisions can be made to improve laboratory testing efforts.

The ability to gather accurate and timely laboratory test results is a critical
component associated with the combating public health threats. Currently, the time taken
to gather, analyze, and interpret the results of laboratory test submitted by CDC and
external laboratories is unsatisfactory. The increase in effort to make lab result
determinations available in a timely manner potentially prohibits the agency from
meeting mandates handed down by the Executive Office to decrease cost for all federal

agencies.

Funding:

The timeline to develop and implement the Genesis Laboratory Data Processing
and Analytics tool as the primary system for laboratory data collection, processing,
analysis, and data dissemination is 9 — 12 months. A second, phase of development or
system maintenance will take an additional 9 — 12 months. The project budget is
estimated to be $1.5 million. Included in this budget are the necessary technological
systems, software, and development services, which are required to successfully

implement the system.

Scope and Objectives:
Improve the current process by which the CDC collects, analyzes and sets determination

for laboratory specimen test results.

The objectives of the Genesis System are as follows:
e Provide external laboratories with an automated system to submit electronic lab
results directly to the CDC.
e Implement a systematic algorithm to interpret the results of analyzed laboratory

test results submitted by external and internal laboratories.



e Store analyzed and interpreted lab test result data for the life expectancy of the
program.
e Develop a system component that is cost effective and efficiently illustrates and

reports the results of system laboratory test data.

The inclusive boundaries of the project include:
e Fulfillment of CDC sponsored laboratory project objectives
e A single authoritative source of laboratory information

e Improved processes and procedures for interpreting laboratory test results.

The exclusive boundaries of the project include:
e The system will not facilitate non-CDC specimen analysis

e The system will not integrate with external laboratory systems

Lifecycle Component and Resource:
The following information technology lifecycle components are needed to complete the

project. In addition, these components are supported by the applicable project resources.

Lifecycle Component Resource

Planning Project Manager

Requirements Development Business Analyst

Application/System Application Developer, Database Administrator,

Development Network Administrator

Testing and Deploy QA Analyst, Application Developer and Network
Administrator

Maintenance All




Major Deliverables:

The following table represents the major deliverables that are the result of the

implementing the Genesis system.

Major Deliverable

Deliverable Description

Project Charter Approval

Project

Stakeholder and Business Steward Approval of

Vendor Contracts

Vendors

Contractual Agreements between CDC and External

Project Plan

Documented Project Timelines and Milestones

End User Web Portal

Specimen Results

End User Web Interface for Submitting Lab

Laboratory Information
System

Enterprise System for Lab Data Collection,
Processing, and Storage

Data Visualizations

Consumption

Data Visualizations and Reports for End-User

Project Timeline:

The following tables represent the high-level and descriptive/detailed

requirements, which are necessary to ensure the Genesis system, services and results

ensure the project objectives are satisfied. These requirements were collected and will

provide guidance for the development of the Genesis Data Laboratory and Analytics

System.

Project Kickoff

Project Requirements
Planning Development

| |

Development

Applicatior/Systems

Iteration 1

Requirements
Development

Test/Deploy

Application
Development

Iteration 2

Test/Deploy

} Maintenance
|

System Online

l [

Apr 2018
Feb 2018

Jul 2018

Oct 2018

Jan 2019 ‘

Feb 2019

Action or Step to[Timeline  |Milestones Person(s) Status/

be Completed Responsible  [Completion
Method for Date
Completion

Project Initiation \Weeks 1-3 [L. Business Case Project February
(Stakeholder Documented Manager, 2018

Identification,
Business Case,

2. Charter Documented




Charter, 3. Communications Plan |Business
Communications Completed Analyst(s)
Plan)
Activity/Task  [Week 4-5 [L. Project Plan Developed project Manager|February —
Evaluation and March 2018
Estimation
Requirements  \Weeks 6-10 1. Stakeholder/End User |Bysiness March —
Elicitation Requirement Meetings |Analyst(s), April 2018
2. ReqU"ementS Project Manager
Documented
3. Requirements Signoff
Application Weeks 11- (1. Development Application April —July
Development 28 Environments Created Developer(s), [2018
2. SprlntS 1-8 CompletEd Database
Administrator(s)
, Business
Analyst(s)
Unit Testing Weeks 13- [1. Test Cases and Scripts Quality May —
30 Documented Assurance August 2018
2. Sprint Testing Analyst(s),
Complete Developer(s)
Defect Weeks 30- (1. Defectsfixed Application  |August 2018
Development/Test[31 2. Internal Testing Sign-  Developer(s),
ing off Database
Administrator(s)
, Quality
/Assurance
Analyst(s)
System Weeks 32- [L. System and User Business September
Documentation  [35 Documents C(_)mpleted Analyst(s) 2018
2. Stakeholder Sign-off
User Acceptance \Weeks 35- (L. End-user Module Stakeholders  |[October
Testing 38 Testing Complete 2018
2. Stakeholder Sign-off
Application Week 39 L. “Go Live” Application  [November
Release/Deploym Development 2018

ent

Team




Project Requirements:

The following tables represent the high-level and descriptive/detailed
requirements, which are necessary to ensure the Genesis product, services and results
ensure the project objectives are satisfied. These requirements were collected and will
provide guidance for the development of the Genesis Data Laboratory and Analytics

System.

High-Level Project Requirements:

Requirements # | Requirements Description

1. Development of Cloud-based Enterprise System Architecture

Laboratory Data Processing Algorithm

Data Integration and Warehousing Architecture

Laboratorian Web-portal User Interface

Enterprise Information Security Policies

Develop Data Visualizations for Laboratory Test Submissions

Data Visualization Reports

Data Access and Use Policies

OO N0~ W N

Systems Documentation

Descriptive/Detailed Project Requirements:

1. Enterprise System Architecture Requirements

1.1. Identification of Cloud-based Service Provider

1.2. Identification of Application Development Architecture

1.3. Identification of Database Platform

1.4. Network and Systems Communication Architecture Development

1.5. Data Visualization Environment Scan

2. Laboratory Data Processing Algorithm

2.1. Develop Java Based Computing Algorithm

2.2. ldentify and Implement All Laboratory Pathogen Test Result Patterns

2.3. Develop Lab Data Export Format

3. Data Integration and Warehousing Architecture Requirements

3.1. Establish Data Store Procedures for Laboratory Test Results

3.2. Develop Data Sanitation Algorithm for Data Visualization Tool

3.3. Define Data Retention and Long-term Storage Plans and Procedures

4. Laboratorian Web-portal User Interface Requirements

4.1. Develop Laboratorian Web Portal Interface

4.2. Create Lab/Site Specific System Access Protocols and Properties




Enterprise Information Security Policy Requirements

5.1. Identification of Cloud-based Service Provider

5.2. Identification of Application Development Architecture

5.3. ldentification of Database Platform

5.4. Network and Systems Communication Architecture Development

Develop Data Visualizations for Laboratory Test Submissions

6.1. Create/Design a data visualization application that would allow CDC internal
and external laboratory partners to analyze and review overall laboratory test
findings.

6.2. Grant system access to designated system users (faculty) across the CDC and
external laboratory partners

6.3. Ensure data visualization tool provides the capability to generate multiple data
representations for queried system data.

Data Visualization Reports

7.1. Provide system users with the capability to create/view multiple system reports
within the data visualization tool.

7.2. Create reports to identify lab test performed by sites.

7.3. Create reports to identify the total number of test performed by type.

7.4. Create reports to identify lab extraction fails

Data Access Use and Request Requirements

8.1. Identification of Cloud-based Service Provider

8.2. Identification of Application Development Architecture

8.3. Identification of Database Platform

8.4. Network and Systems Communication Architecture Development

Systems Documentation Requirements

9.1. Development of System Architecture Documentation

9.2. Development of System Requirements

9.3. Development of System Data Specifications

9.4. Development of Quality Assurance Test Cases and Scenarios

9.5. Development of End-User Data Use Agreements

9.6. Development of End-User Training Guides




Business Process 1:

Tier 1: Business Area — Tier 2: Business Category

Tier 3: Laboratory Test Result Analysis and Interpretation

Description

Lab Test Data Interpretation

Trigger Event

Lab test results submitted by the CDC and external
laboratories

Result

The analysis algorithm processes the data analyzed results
and makes a final determination for specimen test.

Business Process Step

External lab data submission to the web portal. Internal CDC
lab data submission to the web portal

Shared Data

Data stored and retrieved from a centralized database.

Predecessor Lab specimens analyzed by laboratories using analysis
software.
Successor Laboratory Data Processing and Analytics System writes lab

results to the central database.

Constraints

Data submission is in incorrect format.

Failures

Data submitters alerted for failed processing request.

Performance Measure

Time to analyze and return interpreted results.

Business Process 2:

Tier 1: Business Area — Tier 2: Business Category

Tier 3: Health Information Exchange

Description

Lab Test Data Request

Trigger Event

Internal CDC or external laboratories request final
laboratory datasets.

Result

The laboratory information system provides an electronic
report of the final lab test results.

Business Process Step

External lab data request lab results from the web portal.
Internal CDC lab data request lab results from the web
portal.

Shared Data

Data retrieved from the centralized database.

Predecessor Lab test results have been interpreted in the laboratory
information system.
Successor Final laboratory test results presented in the web portal as a

pdf.

Constraints

System error interpreting lab data submissions.




Failures

Data requestor alerted for failed data request.

Performance Measure

Time to report interpreted results decreased.

Information Flow Diagram:

The current information flow and data distribution for the Genesis Laboratory

Data Processing and Analytics System. The proposed system must process external and

internal data submissions from laboratories using a secure web portal. The laboratory

information system will also analyze and interpret data submissions. The analyzed data

will be stored in the systems central database. Any request from external and internal

laboratories will be processed through the web portal. Analyzed data records captured in

the system will be conjoined into a limited dataset and exported into the data

visualization tool for consumption by system end-users.

] — Data Request— -

* https/SSL

External
Laboratories

L . — . Extenal Data Submission — - — - — A |

https/SSL

—— —{ Analysis Algorithm ——Data Store
Laboratory Data Processing &
Analytics System Process Data
(web portal: https/SSL)

|
L. l4— —— —— DataRequest- —— —— -

— =

Central Database

Visualization Output |

Data Request: | ‘
Data Visualizations ‘

Limited Dataset

Internal Data Submission

CDC Laboratory




MITA Process Model:

The Genesis Laboratory Data Processing and Analytics System MITA Diagram is
initiated by an event or trigger. The trigger is a submission of lab results from internal
CDC or external partner laboratory.

The system business rules requires lab data to be complete for all associated
specimen test required or identified in the data submission. The submitted data should
include an export of the analyzed and unanalyzed versions of the laboratory analysis
software files and an exported excel file. These file formats are needed for the laboratory
information systems’ algorithm to return interpreted results for the combined data set.

Once the data is received and the interpretation process runs on the associated
specimen results; the final determination is captured in the system. The results of the final
test determination can be queried from all associated laboratories. The results will be

made available in a web and pdf formatted report.

Laboratory Test Result
Processing

Lab Data Submission Lab Test Data Comp|e[e and nter pretEd Lab Results
Technically Sound




Business Architecture:

Internal CDC or external partner laboratories submit lab test result data through

the secure laboratory information system web portal using https and SSL. The submitted

data is de-identified. It is analyzed, interpreted, and stored by the Genesis Laboratory

Data Processing and Analytics System into the central database. The Internal CDC and

external partner laboratories request the final analyzed test results. Final laboratory test

results can only be requested from persons with accounts stored on the laboratory

information system. Only laboratory data from approved CDC entities and partners are

allowed on the system. All data transactions must take place through the secure web

portal.

Information Architecture

Lab Data

Interpreted Data

Reported Data

Technology Architecture
Security User Interface
Arshyits;mre Lab Technology
Al:hemre Data Exchange




Technology Architecture:

The Genesis Laboratory and Data Processing and Analytics system must support

interoperability with only approved 3rd party laboratory analysis technology solutions. In

addition, the system must support the exchange of data electronically. A user-friendly

interface is required for end user interaction with the system. The system must support

the latest advancements in system and network architecture. The system must provide

confidentiality, integrity, and availability.

Service Access and Delivery

Access Channels Delivery Service Service
Channels Requirements Transport
Web Browser Internet Legislative / | Supporting
Compliance Network Services
Collaboration Authentication/Single | Service Transport
Communications Sign-on
VPN Hosting
Service Platform and Infrastructure
Support Delivery Hardware / Software Database /
Platform Servers Infrastructure | Engineering Storage
Independent Web Servers Servers / Integrated Database
Platform Computers Development
Environment
(IDE)
Application Embedded Software Storage
Servers Technology Configuration
Devices Management
Portal Servers | Peripherals Test

Management




Wide Area Modeling
Network
(WAN)
Local Area
Network (LAN)
Network
Devices /
Standards
Component Framework
Security User Business Logic | Data Data
Presentation / Management Interchange
Interface
Certificates/ | Dynamic Platform Database Data Exchange
Digital Server-Side Independent Connectivity
Signatures Display Technologies
Supporting Content Reporting and
Security Rendering Analysis
Services
Service Interface and Integration
Integration Interoperability Interface
Middleware Data Format / Classification | Service Discovery

Enterprise Application

Integration

Data Types / Validation

Data Transformation




Enterprise Architecture Diagram:

The Genesis enterprise architecture is an AWS cloud-based environment. This
diagram highlights key system components including the Hardware/Software, Security,
Application Development and Database architectures. The hardware/software layer
consists of the Amazon EC2, VPC, S3 platforms. Routing for this architecture component
is maintained by a router. The platform runs on a Windows Server 2016 environment.
The security layer consists of AWS shield and certificate manager tools. Amazon cloud
directory is used to manage system personas. The application development layer runs
AWS code build. Application development languages are PHP and Java. Power Bl is
used to develop analytic dashboards. The database platform is SQL Server. The data
redundancy is managed by SQL slave and AWS storage gateways.

L
4 "/
Hardware/Software Security App Development Database
1 Windows Server 2016 g -. P S server
WS s
Shield ANS
CodeBuild
[/
I i :
0.0 » A U =
v " Amazon AWS
P | L Ll sl avle — — > £C2 Certificate PHP SQL
el - > Manager master
Extemaintemal Intemet VPC NAT Elastic Load
Laboratorians Gateway gateway Balancer
il ﬁ‘ﬁ
wy 5]
Amazon Amazon Java

SQL

Cloud
e slave

ni )

Amazon o AWS

3 Storage
Gateway




Network Security Diagram:
Data security protocols required by the National Health Institute, HIPAA, and HI-

TECH are supported by the Genesis system. Regulatory guidelines are set by the National
Institute of Technology Standards (NIST). The security protocols meet the minimum
security requirements for Federal Information and Information Systems (e.g. Federal
Information Processing Standards; FIPS-200)7. Laboratory test data is transmitted using
Secure Socket Layer (SSL). The instances of those transmissions are via the internet https
protocol. Data inside of the registry web services infrastructure are encrypted using AWS
AES GCM. The encryption standard for all lab data within the cloud infrastructure is 256

AES GCM.

Production

Laboratory Data
Database Server

Application Server

AWS GCM Encryption 256-Bit

AWS [Cloud

Combined Lab
Results
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Encrypted
Analyzed Lab Data

s — - |
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(https/SSL)
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Environmental Scan Matrices:

The environmental scan below depicts the results returned from a review of the

available data visualization tools, the service offerings of the vendors, and how closely

the tools met the required system requirements.1’ 181920, 21

Note: Please click on the image to display the full environmental scan matrices.
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Data Visualization Output(s):

The data visualizations below depict the results or output of analyzed data from

the Genesis Laboratory Data Processing and Analytics system. As laboratory results are

uploaded into the system, the system algorithm runs and performs data interpretations.

The data visualization tool, in this instance Power BI, queries the data from the collection

of test results in the system database and outputs a visualization that shows test results by

type of test and the site conducting the test.

Test Failures by Site

Site

[] SeletAl
[] COC internal
7 terya

[ Mozambique
R
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Test Failures
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Site @CDC Intemal @Kenya @ Mozambique @Regentslab

Test Failures by Type of Test

Type of Test
[] Select All
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[] Tier2Blood

Tier 2 Blood -—\
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Respiratory

Type of Test @ Enteric @ Neonatal @Np/Op @ Respiratory @Tier 1 Blood @ Tier 2 Blood

Lab Results by Target

Please a value
] Indeterminate
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Conclusion:

The recommendation for addressing the issues related to the current state of the
laboratory test procedures, processes, and looming budgetary cuts is for the CDC/DCHPP
to implement the customized laboratory data processing and analytics tool. Implementing
Genesis will improve current state processes and procedures associated with the
collection, analysis, and interpretation of laboratory specimen test for CDC internal and
external laboratory partners. The cost of implementing this system will be minimal, as the
ROI for the project outweigh the long-term cost associated with man hours required to
conduct current laboratory test procedures. In addition, the investment will ensure
budgetary goals defined by the Executive Office will be satisfied.

In addition, implementing the Genesis system as described simplifies the process
of analyzing and disseminating current laboratory test result data in the laboratory
information system and outputting that data in a visual format. The proposed tool will use
“Business Intelligence to transform raw data into smart information.” Implementing a
data visualization tool will further enhance current efforts of the CDC to strategically
analyze, report, and manage internal and external laboratory workforce activities. The
introduction of the Genesis system supports ongoing efforts to make better decisions
concerning public health initiatives when combating known or unknown infectious

disease threats, & 789 10,13
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